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PABOYAA MPOTPAMMA YYEBHOW AUCLUN/IUHDI

51.0.49 be3onacHOCTb ONepaLMOHHbIX CUCTEM

1. Koa n HaumeHoBaHue HanpasaeHuAa ﬂOArOTOBKM/CI‘IeU‘MaanOCTM!

10.03.01 UHdopmaLmoHHas 6e3onacHoCTb
2. MNpodwunb nogrotosku/cneunanmnsaumsa:
be3onacHOCTb KOMMNbIOTEPHbIX CUCTEM

3. KBanudmkauyusa (creneHb) BbINyCKHUKA:
bakanaspuaTt

4. ®opma obyueHus:

OyHasn

5. Kadeppa, oTBeyalowan 3a peanmsaumio GUCLUNANHDIL:

Kadenpa nHbopmaLMOHHbIX CUCTEM

6. CocraButenu nporpammbi:

CaBunHKoB AHApen KOpbesuy, 4.T.H., Nnpodeccop
7. PeKomeHAaoOBaHa:

npotokon HMC ®KH Ne 3 o1 25.02.2022

8. YuebHbiii roa;:

2024-2025

9.Uenu n 3agaum yue6HOM ANCUUNAUHDI:

ObyuyeHue CTyAeHTOB NPUHLMMNAM NOCTPOEHUA 3aWwuTbl HGopMaumm B OC 1 aHaIM3a HaAEKHOCTU UX 3aLLMUTHI.

OcCHOBHble 334341 AUCUMNANHDI:

L nonyvyeHue 6a30BbIX 3HAHUI O NPUHUMNAX NOCTPOEHUA NOACUCTEM 3alLlNTbI B ocC pa3f|l/|‘-lHOl7I APXUTEKTYPbI;

o 3HaKOMCTBO CO cpeactBamMmm U MmeTogamMmm HECaHKUMOHNPOBAHHOIO A0CTYyNa K pecypcam 0oG;

e BblpaboTKa CMCTEMHOrO NoAxoAa K npobaeme 3awmtbl MHGopmaumn 8 OC;

L oB/lageHne mexaHn3amamm 3anTbl VIHd)OpN\aLI,I/II/I n n3yyeHume BO3MOXHOCTEN MO MX npeogoneHuto.

10. MecTo yue6HOM AUCLUUNANHDI B CTPYKTYype OON:

OucumnavHa obsasatenbHol yacty (61.0). BxogHble 3HaHMA: «OnepaLoHHbIe CUCTEMbI»

11. NnaHupyembie pe3ynbTaTtbl 06yuyeHna no gucunnamHe/moaynio (3HaHUA, YyMEHUA, HABbIKK), COOTHECEHHbIE C
nAaHUPYyeMbIMK pe3yibTaTaMu 0CBOEHUA 0b6pa3oBaTenbHOM Nporpammbl (KOMNETEHLMAMM BbiNYCKHUKOB) U

UHAUKATOPaMU UX OO0CTUXKEHUA:



Ko 1 Ha3zBaHMe KoMMeTeHL MM

OMK-1.1 CnocobeH
paspabatbiBaTh U
peann30BbIBaTb NOMUTUKK
yrnpasaeHunsa A4OCTYNOM B
KOMMbIOTEPHbIX CUCTEMAX;

OMNK-1.1 CnocobeH
pa3pabatbiBaTb U1
peann30BbIBaTb MOJUTUKK
yrnpasaeHu1sa A4OCTYNOM B
KOMMbIOTEPHbIX CUCTEMAX;

OMK-1.1 CnocobeH
pa3pabaTbiBaTb U
peann30BbIBATb NOJIUTUKK
ynpaBaeHusa 4OCTYNoM B
KOMMbIOTEPHbIX CUCTEMAX;

OMK-1.1 CnocobeH
pa3pabaTbiBaTb U
peann30BbIBATb MOJIUTUKK
yrnpas/ieHusa A4OoCTYyNoM B
KOMMbIOTEPHBIX CUCTEMAX;

Ko 1 Ha3BaHWe nHaMKaTopa
KOMMNeTeHuuUn

OMK-1.1.1 3HaeT apXUTEKTYpY U
NPUHLMMAbI NOCTPOEHMA N 3aLLUTDI
ornepaumoHHbIX CUCTEM

OMMK-1.1.2 3HaeT nporpammHble
MHTepdelncbl HaCTPOEK NOUTUK
ynpaB/ieHMA 4OCTYNOM B
OnNepPaLMOHHbIX CUCTEMAX

OMMK-1.1.3 ymeeT ncnoab3oBaTb
cpefAcTBa 3almThl MHPOpMaL MK
OnepaLMOHHbIX CUCTEM AN1A
NpPoOTUBOAENCTBUA Yrpo3am
6e3onacHocTn nHGopmaLmm

OlMK-1.1.4 Bnageet HaBblKaMu
HACTPOMKM aHTUBUPYCHOM 3aLLUNTDI
npu obecneyeHnn 6€30NacHOCTU
onepaLmoHHbIX CUCTEM

12. O6bem gUCUMNAUHDBI B 3a4eTHbIX eguHULax/yvac:

3/108

dopma NpomeXKyTOYHOI aTTecTauuu:

3ayeT C OLEHKOM

13. TpyaoemKocCTb No Bugam y4yebHoii paboTbi

Bua yyebHom paboThbl

AyauTopHble 3aHATUA
JleKUMOHHbIe 3aHATUSA

MpaKTuyeckune 3aHATUA

NabopaTopHble 3aHATUA
CamocTosTeNbHasA paboTa

Kypcosas pabota

lMpomerxkyToyHasa aTTecTaumn

3HaHWA, YMEHMSA, HaBblKM

3HaTb APXMTEKTYPY U MPUHLLMMbI
MOCTPOEHUA U 3aLLMUTbI ONEPALUOHHBIX
cnctem

3HaTb NporpammHble UHTepdelichl
HaCTPOEK NONTUK yNpaBaeHuA
[O0CTYNOM B OMepaLMOHHbIX CUCTeMaX
UNIX, FreeBSD, GNU/Linux n MS
Windows

YMeeT UCMob30BaTb BCTPOEHHbIE
CpeACTBa 3alMTbl MHGOpMaLLUK
onepaumnoHHbix cuctem GNU/Linux u MS
Windows ans npoTMBOAencTBMUA yrpo3am
6e3onacHocTn nHGopmaLmm

Bnageer HaBbIkaMM HAaCTPONKHK
aHTMBMPYCHOM 3aLLUMTbl U CETEBOrO 3KPaHa
onepaLMOHHbIX CUCTEM

GNU/Linux n MS Windows

CemecTtp 6 Bcero
60 60
30 30
0
30 30
48 48
0
0 0



Yacbl Ha KOHTPO/Ib

Bcero

13.1. Copep:KaHue AUCLUNAUHDI

n/n

1. lekuun

11

1.2

13

14

HanmeHoBaHue
pasgena
ANCUMNAUHDI

OcHOBbI 3aLWMThI
nHoopmauun B
OnepaunoHHbIX
cucTemax

YnpasneHue
40CTYyrnom

AyTeHTUOMKaLmA
no/sib3oBaTesien u
npoBepKa
LLe/IOCTHOCTU
nHdopmauum

PasrpaHuuyeHune
poctyna B Unix n
Unix-noao6HbIx
cucTemax

CopepkaHue pasgena
ONCUNNANHDI

Obwwme TpeboBaHUA K
3almTe nHbopmaLmu,
TEXHUYECKMe 1
AAMUHUCTPATUBHbIE
MeTO/bl 3aLUMThl,
YPOBHMU foBepus,
NONINTUKM
6e3onacHOCTM, NpodUAN
3aLNTDI

O6beKTbl, CyObEKTbI U
MeToAbl JOCTYNa,
MoZenn ynpasaeHus
LOCTYNom,
N30/1MPOBaHHanA
nporpaMmHas cpega

daKTopbl
ayTeHTUdUKaumu,
XpaHeHuWe naponew,
ayTeHTUdUKauma no
OTKPbITOMY KaHany,
O/ZLHOPa30Bble Napoy,
MHOrodakTopHas
ayTeHTUOUKaLmA

basosasa moaennb
pasrpaHu4eHns 4octyna
B UNIX-noao6HbIx
cucTtemax, yyet
nonb3oBaTenen u
XpaHeHue naponeu,
perucTpaums
nonb3oBaTenem 1 BXos, B
cucTemy,

PAM

108 108

Peanusauma pasgena gucLmMnanHbI C
MOMOLLbIO

OHNaMH-KypCa,

3YMK

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499



1.5

1.6

1.7

1.8

2.

MpaKTuyeckue
3aHATUA

3.

NabopaTtopHbie
pabotbi

3.1

3.2

MeToabl 3aWmTbl
MHPopmauum B
Linux

MeToabl 3aWmThbl
MHpopmauum B
Windows

OcHoBbI ceTeBoOM
besonacHocTn

Ayaut B
onepaumoHHbIX
cmcTemax

YnpasneHue
nonb3oBaTeNs MU B
Linux

KoHTponb
LLeNI0CTHOCTH
¢dainos B Linux

Bo3amoxHOCTH
(capabilities) noTokos B
Linux, ynpasneHue
BO3MOXHOCTAMM, CMIUCKN
KOHTpOAA goctyna Linux,
O0NONIHUTENbHbIEe
aTpubyTbl dhainos,
nsonAuma (NpocTpaHcTea
MMeH) B Linux, cuctema
sudo, seccomp, SELinux,
AppArmor

JeckpnnTopbl 3aLWLnTbI U
MapKepbl 4ocTyna,
ONMLLETBOPEHMNE, CMINCKU
KOHTPOAA [OCTYNa B
Windows

MesKceTeBoM aKpaH
(6panamayap)
Linux n Windows

ypHanbl ayauTta Linux n
Windows, ¢punbTpbl
ayauTa

Co3pgaHue yyeTHOM
3anuncu, npucoeamHeHne
K rpynne, 3ameHa
nporpammbl (060/104KM)
nonb3oBaTeis, co3fgaHue
ncesAonoab3oBaTens
AN 3aMycKa Nporpammsl

BbluMcieHve 1 NpoBepKa
KOHTPOJIbHOM CyMMbil,
NnpoBepKa LLe/IoCTHOCTH
nporpamMmsl Npu 3anycke

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499



3.3

3.4

3.5

3.6

3.7

3.8

3.9

3.10

N3yyeHne PAM

N3yyeHune
BO3MOKHOCTEM
(capabilities) Linux

N3yuyeHune
n3onaumm
pecypcos Linux

N3yyeHune
noacuctemol sudo

N3yyeHne
noacucTembl
seccomp

N3yyeHne
MeXCeTeBoro
3KpaHa Linux

N3yyeHne
MexaHU3MOoB
orpaHuyeHus
3anycka nporpamm
B Windows

N3yueHne
MeXKCceTeBoro
3KpaHa Windows

Peanusauma moayna
PAM, peanusytowero
AYTEHTUPUKALMIO MO
cepuiiHoMy Homepy

ycTponcTea USB

YcTaHOBKaA
BO3MOXKHOCTEM
nporpammbl ans
BbINO/HEHUS
NPUBUAETMPOBAHHbIX
aencreuin bes
MCMnoab30BaHMA root

Co3pgaHue
M30/IMPOBAHHOM CETEBOM
cpeasbl, co3gaHue
CeTeBoro TyHHena ans
AocTyna K
N30/IMPOBaHHON cpese,
yTunAuTa unshare,
darnosas cuctema
/sys/fs/cgroup/

CospaHue npasuna ana
KOHKPETHOro
nosnb3oBaTensa

OrpaHuyeHue 3anycka
nporpamm m JocTyna K
¢dannam 3a cuet
peanusaumm punbTpa
CUCTEMHbIX BbI30BOB

CospgaHve npasun Ans
netfilter,
OrpaHUYMBAIOLLMX
OOCTYN K OTAE/1bHbIM
ceTeBbIM MPOTOKOAM U
nopTam

Co3spgaHue npasun
NOJIMTUKM OTPaHUYEHURA
3anycKa nporpamm

CosfaHue npasun Ans
netfilter,
OrpaHNUYNBatoLLMX
[OCTYN K OTAENbHbIM
CeTeBbIM MPOTOKONAM U
nopTtam

13.2. Tembl (pa3gennl) AUCUUNINHDBI U BUADbI 3AHATUI

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499



Ne

n/n

HanmeHoBaHue
TeMbl (pasgena)

OcHOBbI 3aLWMThI
MHpopmauum B
onepaumoHHbIX
cucTemax

YnpasneHue
40CTyrnom

AyTeHTUdUKaumA
nosib3oBaTesieli n
npoBepKa
L,e/I0CTHOCTH
MHbOopMaLUn

PasrpaHuuyeHune
poctyna B Unix n
Unix-noao6HbIx
cucTemax

MeToAbl 3aLuThbl
nHoopmauumn B
Linux

MeToAbl 3aLuTbI
nHoopmauumn B
Windows

OcHoBbI ceTeBoOM
be3onacHocTn

AyauTt B
onepaumoHHbIX
cmcTemax

YnpasneHue
nonb3oBaTeNs MM B
Linux

JleKUMOHHbIe
3aHATMA

[MpaKTnyeckne
3aHATMA

NabopaTopHble
3aHATUA

CamocTosTenbHasn
pabota

Bcero



10 KoHTponb 0 0 2 2 4
LLe/I0CTHOCTH
dannos B Linux

11 N3yyeHne PAM 0 0 4 4 8
12 N3yyeHune 0 0 2 2 4
BO3MOXHOCTEMN

(capabilities) Linux

13 N3yyeHune 0 0 4 4 8
M301aummn
pecypcos Linux

14 N3yyeHune 0 0 4 4 8
noacuctemsl sudo

15 N3yyeHune 0 0 2 4 6
noacucTembl
seccomp

16 N3yyeHne 2 2 4
MEeXaHU3MOB
orpaHmyeHusn
3anycka nporpamm
8 Windows

17 N3yyeHune 0 0 4 2 6
MeXKCceTeBoro
3KpaHa Linux

18 N3yueHne 0 0 4 2 6
ME}KCETEBOrO
aKkpaHa Windows

30 0 30 48 108

14. Metoguueckue ykasaHua aaa obyyalowmxca no 0CBOEHUIO AUCLMNANHDI

OuncumnavHa TpebyeT paboThbl ¢ paitiamu-npeseHTaunAMM NEKLUIA U COOTBETCTBYIOLLMMM 1aBaMn PEKOMEHA0BAHHOM
OCHOBHOM NMTEPaTYpbI, a TaKXKe, 06583aTe/IbHOro BbIMOHEHWNA BCeX 1abopPaTOPHbIX 3a4aHWiA B KOMMbIOTEPHOM Knacce.



CamocTonTenbHan paboTa NpoBOAMTCA B KOMMbIOTEPHbIX Knaccax PKH ¢ ncnosb3oBaHMeEM METOAMYECKUX MAaTepHnanos
Pacno/ioXeHHbIX Ha yuebHo-meToandyeckom cepsepe PKH "\\fs.cs.vsu.ru\Library" n Ha cepsepe Moodle Bry
moodle.vsu.ru, BbINOAHEHWEM 3334 KOHPUTYPUPOBaAHUA BUPTYanm3mpoBaHHoi UC. Bo Bpema camocTonaTesibHOM
paboTbl CTYAEHTbI UCMNO/b3YIOT 3/1IEKTPOHHO-6MBMOTEYHbIE CUCTEMDI, AOCTYMHbIE HA NopTane 30HanbHONM BubanoTeku
BI'Y no agpecy www.lib.vsu.ru. YacTb 3agaHnit MoKeT ObITb BbINOJIHEHA BHE ayAUTOPUIA Ha AOMALLHEM KOMMNbOTEpE,
nocne KoNMpoBaHMA MeTOANYECKUX YKa3aHU n Heobxoaumoro MO ¢ yuebHOo-meTogmMueckoro cepsepa OKH.

I'Ipm MCNO/1b30BaHUUN ANCTAHLUMOHHbIX OGpaBOBaTe}'IbeIX TEXHONOTUIN U 9/1eKTPOHHOTO o6yquvm BbIMO/IHATbL BCe
YKa3aHuA HpEHOAaBaTEHEVI, BOBpeEMA NOAKIKYATbCA K online 3aHATUAM, OTBETCTBEHHO NOAXOAUTb K 3a4aHNAM ONA
CaMOCTOATEeNbHOM pa6OTbI.

15. I'Iepequb OCHOBHOMW U AO"OI‘IHMTEHbHOﬁ nTepaTtypbl, pecypcoB UHTEPHET, HEOGXOAMMbIX ANnA oCBOeHuA

AUCLUNAUHDI

Ne NcTouHmK

n/n

1 TexHonormmn obecneyeHns 6e30MacHOCTU MHPOPMALMOHHbIX cUCTEM : ydebHoe nocobue / A. /1.

MapyxneHko, /1. O. MapyxneHko, M. A. EbpemoB 1 ap. — Mocksa ; bepavH : AnpekT-Meauna, 2021. — 210 c.
// 9BC YHusepcutetckas 6bubnumoteka. — URL: https://biblioclub.ru/index.php?page=book_red&id=598988

6) LoNONHUTENbHAA IMTepaTypa:

Ne McToUYHMK
n/n
1 Mpoxoposa, O. B. UHPopmaLmoHHaa 6e30nacHOCTb 1 3awmuTa MHbopmaumn : yuebHuk / O. B. Mpoxoposa ;

CamapCcKuii rocyapCTBEHHbI apXUTEKTYPHO-CTPOUTENbHbIN YHUBepcuTeT. — Camapa : Camapckuit
roCy4,apCTBEHHbIV apXUTEKTYPHO-CTPOUTENbHBIN yHMBepcuTeT, 2014, — 113 c. // 96C YHuBepcuTeTCcKan
6ubnmoteka. — URL: https://biblioclub.ru/index.php?page=book&id=438331

B) MHPOPMaALMOHHbIE 3/1eKTPOHHO-06pa3oBaTe/IbHblE Pecypcbl:

Ne n/n NCTOYHUK

1 Bubanoteka BIY, http://www.lib.vsu.ru

2 Cepsep yuyebHo-meToamnuecknx matepunanos ®KH, \\fs.cs.vsu.ru\Library

3 O6pasoBaTesibHbli NopTan "INeKTPOHHbIN yHMBepcuTeT BIY", http://edu.vsu.ru

16. NMepeueHb yue6HO-meTogMUECKOro o6ecneueHns 4N CaMOCTOATeNbHOM paboTbl

Ne n/n NCTOUYHMK
1 Cepsep y4yebHO-memoduveckux mamepuanos ®KH, \\fs.cs.vsu.ru\Library

2 ObpazosamernbHsbili mopman "InekmpoHHsili yHusepcumem BIrY", http://edu.vsu.ru



17. O6pasoBartesibHble TEXHONOrUU, UCNOJIb3yeMblie NPU peanusaumum yuebHoi AMCUUNINHBI,BKAOYanA
AUCTaHLUOHHbIe 0bpa3oBaTesnbHble TexHonoruu (A0T), aneKTpoHHoe o6yyeHue (30), cmewwaHHoe 06y4yeHue):

Jlekupnmn-Bm3yannsaumm ¢ 4eMOHCTPaLMEN UANOCTPATUBHbIX U rpadUyecknx maTepmanos, aHumauum, 610K-cxem
aNropuTMOB U NPUMEPOB UCXOAHOIrO KOAA, AEMOHCTPALMEN BbINOIHEHUS KOMaHA, ONepaLnoHHOM CUCTEMOMN,
nabopatopHble paboTbl.

Mpu peannsaLmm ANCLUNAUHBI MOTYT UCMNO/b30BaTbCA TEXHOOTUU SNIEKTPOHHOTO 06YYEHMA U ANCTAHLMOHHbIE

0bpasoBaTenbHble TEXHONOMMM Ha 6a3e nopTana edu.vsu.ru, a Takxke apyrve AOCTynHble pecypcbl ceTn MHTepHeT.

18. MartepuanbHo-TeXHUYECKoe obecnevyeHne AUCLUNAUHDI:

1 JleKumoHHaa ayauTopus, OCHaLLEHHAA BUAEONPOEKTOPOM.

2 KomnbloTepHbI Knacc ana NnposeseHusa 1abopaTopHbIX 3aHATUI, OCHALLEHHbIV BUAEONPOEKTOPOM, KOMMbIOTEPaMU
¢ OC Windows ¢ ycTaHOBNEHHbIMW cpefol pa3paboTkm MS Visual Studio n BupTyanbHoin mawmHol VirtualBox ¢

obpasom onepaumoHHoi cuctembl GNU/Linux. O6bem cesoboaHo nocne 3arpyskm OC onepaTMBHON NaMATU Ha
pabouyee mecto He meHee 4 b (TpebyeTca A8 BUPTYasibHbIX MALIMH).

19. OueHouHble cpeacTBa ANA NPOBEAEHUA TEKYLLEN U MPOMEXKYTOUHOM aTTecTauumi

MopsAoK OLEHKM 0CBOEHMSA 0byYaloLWmMmmca y4ebHOTro maTepmuana onpesensaeTca cogepKaHMem cneayowmx pasaenos
AUCUMUMIUHDI:

Ne Pasgenbl aucumnanHel (mogynm) Kog komneteHumn  Kog nHaukatopa  OueHouHble cpeacTBa
n/n ONs TeKyLWEen aTTectaumm
1 OcHoBbI 3aLWwmTbl MHGOPMALUK B OnkK-1.1 OnK-1.1.1 CobecenoBaHue

onepaumoHHbIX cUCTEMAX
AyTeHTUMKaLMA No/b3oBaTeNeN U
NnpoBepKa LLe/I0CTHOCTH
nHdopmauun

OcHoBbI ceTeBOM 6e3onacHoCTH
AyanuT B onepauMoHHbIX CUCTEMaX

2 YnpasneHue JOCTyrnom OnkK-1.1 OlK-1.1.2 CobecepoBaHue
PasrpaHunyenune goctyna B Unix v
Unix-nofo6HbIx cuctemax
MeToabl 3aWwmnTbl UHGOPMALUN
B Linux
MeToapl 3aLWmTbl MHGOPMaALMK B
Windows



3 YnpasneHue nonb3oBaTenamm B OlK-1.1 OMK-1.1.3 KoHTposibHasA paboTa
Linux
KoHTponb LenoctHocTM dalinos B
Linux
N3yyeHne PAM
MN3yueHre BO3MOXKHOCTEMN
(capabilities) Linux
MN3yueHne noacmcremsbl sudo

4 N3yyeHune nogcmcrembl seccomp OlK-1.1 OMK-1.1.4 KoHTposbHasA paboTa
N3yyeHne mexaHM3moB
OrpaHnYeHuna 3anycka Nnporpamm B
Windows
N3yyeHne merkceTeBOro sKpaHa
Linux
N3yyeHne merkceTeBOro sKpaHa
Windows

MpomerKyTouHas aTTecTaums

dopma KOHTpONA - 3a4eT ¢ oLeHKon, KoHTponbHan paboTa

OueHouHble cpeacTBa 414 NPOMENKYTOYHOM aTTecTaumm

CobecepoBaHue

20 TunoBble oueHOYHbIe CPeaCTBa U METOAUUYECKME MaTepuasbl, onpegensaolme npoueaypbl OLEHUBAHUA
20.1 TeKyLWKii KOHTPOJIb YCNEBAaeMOCTH

3apaHuA K KOHTPOJIbHOM paboTe

1. B onepaumoHHo cucteme GNU/Linux co3aaitte y4eTHYIO 3anmcb NCeBAONOIb30BaTeNA A5 3aMyCcKa Nporpammbl
date

2. B onepaunoHHoi cucteme GNU/Linux onpeaenute npasmno sudo, KOTopoe No3sosiAeT nosb3osaTesnto userl
BbIMO/IHATL OT UMEHMU user2 komaHabl mkdir u rmdir

3. B onepaumoHHol cucteme MS Windows co3gaiTe yyeTHyto 3anuncb nosibsosatena Windows v paspelmte emy
BXOZ, B CUCTEMY TOJIbKO C MOHeAe/IbHUKa No NATHMUY ¢ 8 A0 17 yacos

4. B onepaumoHHoi cucteme GNU/Linux onpeaenunte pasuao sudo, KOTopoe No3BO/SET YeHam rpynrbl operaror
BbIMO/IHATL KOMaHApbl /mount n /umount 6e3 BBoAa napons

5. B onepaumoHHoit cucteme GNU/Linux co3gaite npaBuio MeKceTeBoro skpaHa 414 3anperta 40CTyna € I0KaAbHOro

KOMNbloTepa K caiTy www.anekdot.ru

6. B onepaunoHHol cucteme MS Windows ¢ ncnonb3oBaHMeM KOMaHAHOWM CTPOKM co3aaiTe npaBuio bpaHamayspa
4nA 6NOKMMPOBKM BXOAALLMX 3X0-3aNPOCOB B NyHAUYHBIX CeTAX

7. B onepaumoHHoli cucteme GNU/Linux co3paiite y4eTHyHo 3anuncb Nosib30BaTess U OrpaHUYbTe CPOK AeWCTBUA ero
naponsa nonb3osatens 8o 10 AHel nocae yCcTaHOBKM

8. B onepaumoHHol cucteme MS Windows co3galiTe y4yeTHyO 3anmncb HoBoro nosibsosartens Windows u orpaHuybTe
CpoK ee aenicteus go 10 gHel

9. B onepaunoHHol cucteme MS Windows 3anpeTuTte 3anyck pegaktopa peecTtpa

10. B onepaupmoHHoit cucteme GNU/Linux cosaaiite cooblieHme, KoTopoe byaeT oTobparKaTbCa B KOHCO/IM MpK
KaXX[40M BXOoJe Nonb3oBaTensa B CUCTEMY

OnucaHue TexHoNormmu nposeaeHuA



KoHTpo/IbHblE PaboTbl BbINMOAHAIOTCA HA KOMMNbIOTEPE M HA NPOBEPKY CAAETCA UCXOAHbIV KOA, UAN IMCTUHT KOMaHAb!
nHTepdelica KOMaHAHOM CTPOKM

Tpe60BaHMA K BbINONHEHUIO 3a4aHUIA (MU LWKANbl U KPUTEPUM OLLEHUBAHUA)

B KOHTpO/IbHOI paboTe BCe 3a4aHUA oLeHMBaloTCA B 5 6an108 (MakCMMaibHO BO3MOXKHAsA CYMMa Npu BbINOSHEHUM
BCex 3afaHuii — 50 6annos). Mpu owmnbKax B BbINOJHEHWUM 334aHNA MW HE NMOHOM BbINO/IHEHUM OLEHKA 3a 3aJaHue
CHWKaeTcA. OLeHKa 3a KOHTPO/IbHYO PaboTy onpegenseTca Kak cymma 6annios, HabpaHHbIX 33 BCe 3a4aHuA.

20.2 MMpomerKyTo4Hana aTrecTraums
MepeueHb BOoNpocoB K cobeceaoBaHUIO

1. O6uwme TpeboBaHUsA K 3awmuTe nHGopmMmaLmmn. TexHUYeCKMe 1 aMUHUCTPATUBHbIE METOAb! 3aLLUUTbI.

2. MNonntnka 6esonacHocTH.

3. YposeHb gosepusa. OueHo4YHble YpoBHM goBepua. Mpoduab 3aLLmTbl.

4. YnpasneHue goctynom. O6beKTbl, CybbeKTbl, MeToapl AocTyna. MNpaso goctyna. Mpusunerus. MoaHomoums. Ponb.
Cynepnonb3oBaTteb.

5. Tunosble mogenu ynpasneHuns Aoctynom (4atb obuiee onpegeneHne AUCKPELMOHHOIO ynpaBaeHUs AOCTyNoM,

MaHAaTHOrO yrnpaB/ieHMe AOCTYNOM U U30/IMPOBAHHOM NPOrpammHOl cpeabl)

6. [ucKpeuuoHHOe ynpasaeHne goctynom. MaTtpuua goctyna. MaHaaT BO3MoXKHoCTel. CMMCOK KOHTPOIA AOCTyna.

7. MaHnpgaTtHoe ynpasneHue goctynom. Mogenb benna-/lanagynol.

8. WM3onuposaHHaa nporpammHas cpeaa.

9. AyteHTMdMKauMa nonb3osaTenei. Paktopbl ayTeHTUPUKaunK. OA4HOPA30BbIN NAPOb.

10. MHorodaKTopHas ayTeHTUdUKaumA. XpaHeHWe naponen.

11. Anroputm nposepku LenoctHoct HMAC.

12. AyteHtndmkauma HOTP Ha ocHOBe 04HOPA30BbLIX NapoJiei.

13. AyteHTudmrKauma TOTP Ha ocHoBe 04HOPA30BbIX Naponei.

14. Anroputm OCRA - anropuTm B3aMMHOW ayTeHTUPUKALMM Ha OCHOBE B3aMMOAENCTBMA 3aNpoC-0TBET.

15. basoBas mogaesnb pasrpaHuyeHma goctyna B UNIX-noaobHblin cuctemax. Macka goctyna ans ¢pannos 1 KaTanaoros.

16. Yuet nonbsosateneli B UNIX-nogobHbiii cuctemax. Paiin /etc/passwd. Yyet rpynn. XpaHeHue naponeit B UNIX-
noAob6HbIM cucTEMAX.

17. Mcesgononb3oBatenn. CtaHaapTHbIe Nosib3oBaTtenu v rpynnbl B UNIX-noaobHbii cuctemax. Co3gaHne HOBOro
nosnb3oBaTens.

18. ®ainbl KOHPUrYpaLUKM CUCTEMBI YYeTa Noab3oBaTenel B Linux. MHMUManM3auma AoMallHero Kataiora HoOBOro
nonv3osatena. CTaHgaPTHbIE YTUAUTbI YIPABAEHUA YYETHbIMM 3anmucAmm B Linux.

19. Linux: Bxog nonb3oBartesna B CUCTEMY.

20. PAM. Mogaynun PAM. KoHdurypauma PAM. Kputepuun ycnewHomn ayTeHTMdUKaLmm. PaclumpeHHbI CTUb
KoHobUrypaumm B Linux.

21. CnKUCKM KOHTPOAA A0CTYyMa U AONOJIHUTENIbHbIE aTPUBYTbI Ppaliios B palinoBbix cuctemax Linux.

22. Cuctema sudo. Mpasuna sudo. daiin sudoers. KypHan sudo.

23. Ob6nA3aTenbHbI KOHTPOJIb LLEIOCTHOCTU M KOHTPOb YYeTHbIX 3anucent B Windows

24. OrpaHuYeHMe NCnob3oBaHUA NpunoxKeHnin B Windows

25. MeceTeBoi aKpaH Linux

26. MexceTteBoi akpaH Windows

27. AyauT 6esonacHocTu B Linux

28. AyauTt 6esonacHoctn B Windows

OnucaHue TeXHONOrMU NpoBeaeHUs

CobecenoBaHue Npon3BOAMUTCA B GOpMeE YCTHOrO OTBETA Ha 3aJaHHbIi Bonpoc. Mpun HeobxoanmocTV nNpenogasaTesib
MOXET 3371aBaTb YTOUHAOLLME BOMPOCHI.

TPEGOBaHMﬂ K BbINOJIHEHUIO 3ap,a|-mﬁ, LWKaJibl U KpuTepmn oueHnBaHUA

OueHKa 3HaHWIA, YMEHWI 1 HaBbIKOB, XapaKTepm3aytoLwas sTanbl GOPMUPOBaHUA KOMMETEHLMI B paMKax U3ydYeHus
AVCUMNMHDI, OCYLLLECTBAISETCA B X0 TEKYLLLEN U NPOMEXKYTOYHOM aTTecTauuii. Npu oLeHUBaHUN Pe3yNbTaToB



NPOMEXKYTOUYHOM aTTecTaumm UCMO/b3yeTcA KOMYECTBEHHAA LWKana oLeHoK. OLeHKa 3a KOHTPOJIbHYHO paboTy
CKNaAblBAOTCA C OLLEHKOM, MONy4YeHHOM Ha cobecegoBaHUM, U pe3ynbTaT HopmupyeTca K 100 6anbHOM LWKane.
MonyyeHHOE 3HaYeHWe onpeaenseT ypoBeHb CGOPMUPOBAHHOCTM KOMMNETEHLMIA U UTOTOBYHO OLLEHKY ([0CTaTOYHbIN
— Y40BNETBOPUTENBHO, XOPOLLO, OT/IMYHO UAN HEAOCTATOUYHbIA — HEYAOBNETBOPUTE/IbHO) COMNACHO CeaytoLe
WwKane:

®  OUEHKa «OT/IMYHO» - 90..100 6annos

e  OueHKa «xopoLwwo» - 70...89 6annos

®  OUEeHKa «ygoBneTBoputenbHo» - 50..69 6annos
®  OLEHKa «HeyaoBieTBopuUTenbHO» - 0..49 6annos



